Law 2472/1997

on the Protection of Individuals with regard to theProcessing of Personal Data

(as amended)

CHAPTER A
GENERAL PROVISIONS

Article 1
Object

The object of this law is to establish the termd apnditions under which the processing of persaladh is to be
carried out so as to protect the fundamental rigimis freedoms of natural persons and in particthlair right to
privacy.

Article 2

Definitions

For the purposes of this law:

a) "Personal data" shall mean any information relatmthe data subject. Personal data are not caeside be
the consolidated data of a statistical nature wlelata subjects may no longer be identified.

b) "Sensitive data" shall mean the data referring @cial or ethnic origin, political opinions, religis or
philosophical beliefs, membership to a trade-untmglth, social welfare and sexual life, criminahges or
convictions as well as membership to societiesinigalith the aforementioned areas.

In particular, in cases of criminal charges or gotons, it is possible to allow their publicatitwy the Public
Prosecutor's Office for the offences referred tatém b, paragraph 2 of Article 3 following an ordsy the
competent Public Prosecutor of the Court of Hitstance or the chief Public Prosecutor if the ¢gagending
before the Court of Appeal. The publication of drial charges or convictions aims at the protectibmhe
community, of minors and of vulnerable or disadeged groups, as well as at the facilitation of the
punishment of those offences by the State.

c) "Data Subject" shall mean any natural person torwkach data refer and whose identity is known oy ba
found, i.e., his/her identity may be determinececlily or indirectly, in particular by reference @o identity
card number or to one or more factors specificisghler physical, physiological, mental, economidjwral,
political or social identity.

d) "Processing of personal data" ("processing”) simahn any operation or set of operations which ifopaed
upon personal data by Public Administration or kpualic law entity or private law entity or an asgdion or
a natural person, whether or not by automatic mesuth as collection, recording, organisation, gmggion
or storage, modification, retrieval, use, disclesloy transmission, dissemination or otherwise ngakin
available, correlation or combination, interconi@ttblocking (locking), erasure or destruction.

e) "Personal Data File" ("File") shall mean any stuwetl set of personal data which are accessiblbebdsis of
specific criteria.

f) "Interconnection" shall mean a means of processimisting in the possibility of co-relating thetalfrom a
file to the data from a file or files kept by anetiController or Controllers or with data from kefor files kept

by the same Controller for another purpose.



g) "Controller" shall mean any person who determires scope and means of the processing of persotal da
such as any natural or legal person, public authori agency or any other organisation. Where tmpgses
and means of processing are determined by nat@m@bmmunity laws or regulations, the Controllertioe
specific criteria for his/her nomination shall bes@jnated by national or Community law.

h) "Processor" shall mean any person who processssrgdrdata on behalf of a Controller, such as atyral
person or legal person, public authority or agesrcgny other organisation.

i) "Third party" shall mean any natural or legal pe;goublic authority or agency or any other bodyeotthan
the data subject, the Controller and the persotimésed to process the data, provided that thevaaer the
direct supervision or on behalf of the Controller.

i) "Recipient" shall mean any natural or legal perguublic authority or agency or any other organ@atio
whom data are disclosed or transmitted, whethbird party or not.

k) "The Data Subject's Consent" shall mean any frgielgn, explicit and specific indication of will, veheby the
data subject expressly and fully cognisant sigsifiss/her informed agreement to personal dataimgléd him
being processed. Such information shall includeast information as to the purpose of processhmgdata or
data categories being processed, the recipiersitegories of recipients of personal data as welthasame,
trade name and address of the Controller and hisépeesentative, if any. Such consent may be ekt
any time without retroactive effect.

[) "Authority" shall mean the Authority for the Protem of Personal Data, which is established purstan
Chapter D of this law.

[Cases (b) and (e) of the present article were asledras above pursuant to article 18 paragraphs d amespectively
of Law 3471/2006 (Official Gazette 133A/2006)]

[Pursuant to article 2 of Law 3471/2006, besides definitions included in the present article aa#ihg into account
the definitions of Law 3431/2006 (Official Gazettel3), those referred to in article 2 of Law 372006 shall also

apply ]

[Case (b) of the present article, as was replacgdatiicle 18 of Law 3471/2006, was amended as alpovsuant to
article 8 paragraph 3 of Law 3625/2007(Official Gdtz 290A/2007)].

Article 3

Scope

1. The provisions of this law shall apply to th@gessing, in whole or in part, by automatic meansvall as to the

processing by non-automatic means, of personalwdaitzh form part of a file or are intended to fopart of a file.

2. The provisions of this law shall not apply te firocessing of personal data, which is carried out
a) by a natural person in the course of a purelgqgral or household activity.
b) by judicial-public prosecution authorities andherities which act under their supervision in tfemework of
attributing justice or for their proper operatioeedls with the aim of verifying crimes which are ighed as
felonies or misdemeanors with intent, and espgciaith the aim of verifying crimes against life, agst

sexual freedom, crimes involving the economic exatmn of sexual life, crimes against personakflem,



against property, against the right to propertglations of legislation regarding drugs, plottingaast public
order, as well as crimes against minors.

With regard to the above, the current essential mmadedural penal provisions shall apply. In casbsre
citizens exercise their right to assemble, in agdance with Article 11 of the Constitution, the simpperation
of sound or image recording devices is allowed itfiew to recording, subject to the conditions tizered
below. The recording of sound or image using spetsahnical devices with a view to verifying the
perpetration of crimes mentioned above shall ordyaliowed following an order by a Public Prosecutor
representative and provided a serious danger tpubéc order and security is imminent. The aimsoth a
recording shall solely be to use the data to vehify perpetration of crimes as evidence in fronamf public
investigative authority, prosecution authority oud of law. The processing of data which are rextessary
for the verification of crimes shall be prohibitedhile the recordings shall be destroyed followargorder by
the Public Prosecutor.

c) By a public authority using special technicavides for the recording of sound or image in publieas with
the aim of safeguarding the security of the staa¢ipnal defense, public security, the protectibpeysons and
property, the management of traffic for which treg competent. The material collected through theve
mentioned devices means (as long as it does ratrfder point b of the present article) is storedd period
of seven 7 days, after which it is destroyed bydtder of the public prosecution authority. Anydwk of the
above provisions shall be punished by imprisonnfenta period of at least one year, unless a stricte

punishment is provided for it in some other law.

3. The present law shall apply to any processingee$onal data, provided that such processingrigdeout:

a) by a Controller or a Processor established rieelé Territory or in a place where Greek law appligy
virtue of public international law.

b) by a Controller who is not established in tegitory of a member-state of the European Uniomfoa
member of the European Economic Area (EEA) but ithied country and who, for the purposes of
processing personal data, makes use of equipmgntnated or otherwise, situated on the Greek oeyrit
unless such equipment is used only for purposesawisit through such territory. In this case, the
Controller must designate in writing, by a statetmeddressed to the Authority, a representative
established in the Greek territory, who will subgg the Controller to all the Controller's righasd
duties, without prejudice to any liability the Ettmay be subject to. The same shall also apphnwine

Controller is subject to exterritoriality, immunity any other reason inhibiting criminal prosecatio

[Point (c) of paragraph 3 of the present article sueenumbered and is now point (b) after the almiitbf former point
(b) pursuant to article 19 paragraph 1 of Law 342006 (Official Gazette 133A/2006)].

[The first item under new point (b) (former point af paragraph 3 of the present article was amendedabove

pursuant to article 19 paragraph 2 of Law 3471/2@Q8ficial Gazette 133A/2006)].

[Pursuant to article 12 paragraph 1 of Law3783/20@ficial Gazette 136 A/2009) case ¢ was addepbatagraph 2
of the present article, as it was replaced pursuentarticle 8 paragraph 1 of Law 3625/2007 (Officiaazette
290A/2007)].

CHAPTER B



PROCESSING OF PERSONAL DATA

Article 4

Characteristics of personal data

1. Personal data, in order to be lawfully procesgagst be:
a) collected fairly and lawfully for specific, exgt and legitimate purposes and fairly and lawfugkocessed
in view of such purposes.
b) adequate, relevant and not excessive in relatiche purposes for which they are processed yagasmen
time.
c) accurate and, where necessary, kept up to date.
d) kept in a form which permits identification dditd subjects for no longer than the period requisedording
to the Authority, for the purposes for which suc@tadwere collected or processed. Once this pefidiche is
lapsed, the Authority may, by means of a reasoredsibn, allow the maintenance of personal data for
historical, scientific or statistical purposes, yded that it considers that the rights of the datlhjects or even
third parties are not violated in any given case.
2. It shall be for the Controller to ensure commdi@ with the provisions of the previous paragrégrsonal data, which
have been collected or are being processed in lbrefathe previous paragraph, shall be destroyech siestruction
being the Controller's responsibility. The Authgritonce such a breach is established, eitherfficio or upon
submission of a relevant complaint, shall order angh collection or processing ceased and the witistin of the

personal data already collected or processed.

[The last item of case d of paragraph 1 was abelislpursuant to paragraph 1 of article 20 of Law 32006
(Official Gazette 133A/2006)].

[The first two items of paragraph 2 of the presariicle replaced the former first item of the sapagagraph pursuant
to article 20 of Law 3471/2006 (Official Gazette3222006)]

Article 5

Conditions of processing

1) Processing of personal data will be permittel¢ amen the data subject has given his/her consent.

2) Exceptionally, data may be processed even withoch consent, only if:
a) processing is necessary for the execution afrdract to which the data subject is party or idesrto take
steps at the request of the data subject prionterieg into a contract.
b) processing is necessary for the compliance avldgal obligation to which the Controller is sudije
) processing is necessary in order to protectithgéinterests of the data subject, if s/he isgbglly or legally
incapable of giving his/her consent.
d) processing is necessary for the performancetaflacarried out in the public interest or a pcoarried out
in the exercise of public function by a public aarity or assigned by it to the Controller or a thparty to
whom such data are communicated.

e) processing is absolutely necessary for the papof a legitimate interest pursued by the Cdetrar a



third party or third parties to whom the data asenmunicated and on condition that such a legitinmaterest
evidently prevails over the rights and interestshef persons to whom the data refer and that thedamental
freedoms are not affected.
3. The Authority may issue special data processimgs for the more usual categories of data praogsand files,
which do not evidently affect the rights and freedoof the persons to whom such data refer. Thesgmaes will be
specified by regulations enacted by the Authoritg aatified by Presidential Decrees, issued up@noposal by the

Minister of Justice.

Article 6

Notification

1. The Controller must notify the Authority in wng about the establishment and operation of a dilethe
commencement of data processing.
2. In the course of the aforementioned notificatible Controller must necessarily declare the fualhg:
a) his/her name, trade name or distinctive title, ali as his/her address.
(The second item is deleted, as it is no longeadyal
b) the address where the file or the main hardwarpatipg the data processing are established.
c) the description of the purpose of the processingee$onal data included or about to be includetierfile.
d) the category of personal data that are being psedesr about to be processed or included or almobet
included in the file.
e) the time period during which s/he intends to cauydata processing or preserve the file.
f) the recipients or the categories of recipients o such personal data are or may be communicated.
g) any transfer and the purpose of such transfer siop@l data to third countries.
h) the basic characteristics of the system and thetysafieasures taken for the protection of the filedata
processing.
i) (The item was deleted pursuant to paragraph 2tiefeB of Law 2819/2000, Official Gazette A/84)
3. The data referred to in the preceding paragvéjptbe registered with the Files and Data Proaeg$tegister kept by
the Authority.
4. Any modification of the data referred to in gaph 2 must be communicated in writing and withaoy undue

delay by the Controller to the Authority.

[Case (a) of paragraph 2 of the present article veasended as above according to article 8 paragrapbf Law
2819/2000 (Official Gazette 84A/2000)]

[Case (i) of paragraph 2 of the present article wasolished according to article 8 paragraph 2 ofw.2819/2000
(Official Gazette 84A/2000)].

[The second item of case a of paragraph 2 was abeti pursuant to article 21 of Law 3471/2006 (Q@ffiGazette
A/133)]

Article 7

Processing of sensitive data



1. The collection and processing of sensitive dapaohibited.

2. Exceptionally, the collection and processingsehsitive data, as well as the establishment amdatpn of the

relevant file, will be permitted by the Authorityhen one or more of the following conditions occur:

a)

b)

c)

d)

)

The data subject has given his/her written congeméss such consent has been extracted in a meomeeary
to the law obonos moresr if law provides that any consent given maylifbthe relevant prohibition.
Processing is necessary to protect the vital isteref the data subject or the interests providedy the law
of a third party, if s/he is physically or legallycapable of giving his/her consent.

Processing relates to data made public by the sl#tgect or is necessary for the recognition, egerar
defence of rights in a court of justice or befordistiplinary body.

Processing relates to health matters and is caaigdy a health professional subject to the olibgaof
professional secrecy or relevant codes of conguoyjided that such processing is necessary foptinposes
of preventive medicine, medical diagnosis, the jgion of care or treatment or the management dfiheare
services.

Processing is carried out by a Public Authority &decessary for the purposes of aa) nationalrisgchb)
criminal or correctional policy and pertains to tHetection of offences, criminal convictions or .ggty
measures, cc) protection of public health or dd)ekercise of public control on fiscal or socialvsmes
Processing is carried out exclusively for reseaatid scientific purposes provided that anonymity
maintained and all necessary measures for theqtiamieof the persons involved are taken.

Processing concerns data pertaining to public éguprovided that such data are in connection with
holding of public office or the management of thparties' interests, and is carried out solelyjéornalistic
purposes. The Authority may grant a permit onlgu€h processing is absolutely necessary in ordensare
the right to information on matters of public irget, as well as within the framework of literarypsession and

provided that the right to protection of privateldamily life is not violated in any way whatsoever

3. The Authority shall grant a permit for the cotien and processing of sensitive data, as wetk agrmit for the

establishment and operation of the relevant filgprurequest of the Controller. Should the Authogscertain that

processing of sensitive data is carried out, thédication of the existence of such a file pursumarticle 6 of this law

is considered to be a request for a permit. Thehévity may impose terms and conditions for a maifecéive

protection of the data subjects’ or third partieght to privacy.

4. The permit will be issued for a specific perafdtime, depending on the purpose of the data gsiog. It may be

renewed upon request of the Controller.

5. The permit shall necessarily contain the follugvi

a)

b)
c)
d)
e)

)

S

The full name or trade name or distinctive titles well as the address, of the Controller and his/he

representative, if any.

The address of the place where the file is estadydis

The categories of personal data which are allowdzktincluded in the file.

The time period for which the permit is granted.

The terms and conditions, if any, imposed by théharity for the establishment and operation offitee

The obligation to disclose the recipient or reaifgeas soon as they are identified.

6. A copy of the permit shall be registered with Bermits Register kept by the Authority.

7. Any change in the data referred to in parag&ghall be communicated without undue delay toAhthority. Any

change other than a change of address of the dlentoy his/her representative shall entail thaudgsxe of a new



permit, provided that the terms and conditionsutifed by law are fulfilled.

[Case (c) of paragraph 2 of the present article veasended as above pursuant to article 34 paragrapdf Law
2915/2001 (Official Gazette 109 A / 2001), casedfparagraph 2 of the present article was amendsdabove
according to article 34 paragraph 2 of Law 2915/208nd sub-case (cc) of case (e) of paragraph zhefpresent
article was amended according to article 26 parggrad of Law 3156/2003 (Official Gazette 157A/2088) sub-

case (dd) was added].

[Case (b) of paragraph 2 of the present article veasended as above pursuant to article 22 paragrapdf Law
3471/2006 (Official Gazette 133A/2006)].

[The second case of paragraph 2 of the presentlartivas amended pursuant to article 22 paragrapbf 1Law
3471/2006.]

[For the amount of the fee, see decision numbef20Pil by the President of the DPA (Official Gaz8ite345)]

Article 7a

Exemption from the obligation to notify and receivea permit

1. The Controller is exempted from the obligatidmotification, according to article 6, and the ightion to receive a

permit, according to article 7 of the present Lawhe following cases:

a. When the processing is carried out exclusively porposes relating directly to an employment or ¢ebj
relationship or to the provision of services to thiblic sector and is necessary for the fulfilmehan obligation
imposed by law or for the accomplishment of obligyas arising from the aforementioned relationshg®] upon
prior announcement to the data subject.

b. When the processing involves clients’ or suppligrstsonal data, provided that such data are neithesferred
nor disclosed to third parties. In order that fhigvision may be applied courts of justice and pualithorities are
not considered to be third parties, provided thathsa transfer or disclosure is imposed by law qudicial
decision. Insurance companies, for all types ofiniasce, pharmaceutical companies, companies wh@se m
activities involve trading of data, credit and fiicéal institutions, such as banks and institutisssiing credit cards
are not exempted from the obligation of notificatio

c. When the processing is carried out by societie®grprises, associations and political parties atates to personal
data of their members or companies, provided thatatter have given their consent and that sutd @& neither
transferred nor disclosed to third parties. Memlagid partners are not considered to be third gapie@vided that
said transfer is carried out among said memberspanhers for the purposes of the aforementiongdl lentities
or associations. Courts of justice and public atities are not considered to be third parties, jolew that such a
transfer is imposed by law or a judicial decision.

d. When the processing involves medical data and iisechout by doctors or other persons rendering ica¢d
services a, provided that the Controller is bougdniedical confidentiality or other obligation ofgfessional
secrecy, provided for in Law or code of practiced aata are neither transferred nor discloseditd garties. In

order for this provision to be applied, courts wdtjce and public authorities are not consideredetohird parties,



provided that such a transfer or disclosure is isepoby law or judicial decision. Legal entitiesavganisations
rendering health care services, such as clinicspitads, medical centres, recovery and detoxicatientres,
insurance funds and insurance companies, as welbasgollers processing personal data within tlentwork of
programmes of telemedicine or provision of healttecservices via Internet.

e. When the processing is carried out by lawyers, egaunpaid land registrars and court officerscompanies
formed by the aforementioned and involves the iowi of legal services to their clients, providéthttthe
Controller and the members of the companies avadydy an obligation of confidentiality imposed bgw and
that data are neither transferred nor disclosatlitd parties, except for those cases where thieéessary and is
directly related to the fulfilment of a client's mdate.

f.  When the processing is carried out by judicial aritles or services, with the exception of the autfes referred
to under item b of paragraph 2 of article 3, ia framework of attributing justice or for their per operation
needs.

2. In every case of paragraph 1 of the preserdl@rtihe Controller is subject to all obligationesified by the present

law and is obliged to conform with any special @ssging rules issued by the Authority pursuant ticlar5 paragraph

3 of the present law.

3. The deadlines referred to in paragraphs 1, 23aoflarticle 24 of Law 2472/1997 are prolongedilutgnuary 28t
2001.

[Article 7a was added pursuant to article 8 paraghed of Law 2819/2000 (Official Gazette 84A/2000)].

[Case (a) of paragraph 1 of the present article waplaced as above according to article 34 paradred of Law
2915/2001(Official Gazette109A/2001)].

[Case (f) of paragraph 1 of the present article ethiwas added pursuant to article 10 of Law 309022(Official
Gazette 329A/2002)], was supplemented as aboveuguirdo article 8 paragraph 2 of Law 3625/2007 (Gl
Gazette A/290).

[The first item of case (d) of paragraph 1 of threqent article was amended as above pursuant tol@@3 paragraph
1 of Law 3471/2006]

[Case (e) of paragraph 1 of the present article veasended as above pursuant to article 23 paragrapdf Law
3471/2006]

[Case( f) of paragraph 1 of the present article warsended as above pursuant to article 8 paragrapbf 2aw
3625/2007 (Official Gazette 290A/2007))].

Article 8

Interconnection of files

1. Interconnection of files is permitted only adtiog to the terms and conditions set out in thigle:
2. Every interconnection will be communicated te thuthority by means of a declaration jointly sutied by the

Controllers or the Controller who interconnects twvamore files serving different purposes.



3. If at least one of the files about to be intarvected contains sensitive data or if the interectian results to the
disclosure of sensitive data or if for the impletagion of the interconnection a uniform code numiseto be used,
such an interconnection will be permitted onlydaling a prior permit by the Authority (interconniect permit).
4. The interconnection permit referred to in thegading paragraph may be granted upon a prior rigeari the
Controllers of such files and shall necessarilyude the following:
a. The purpose for which the interconnection is deenmexkssary.
b. The categories of personal data to which the intarection refers.
The time period for which the interconnection ismigted.
d. The terms and conditions, if any, for the more @ff@ protection of the rights and freedoms and, in
particular, of the right to privacy of the data gdbs or third parties.
5. The interconnection permit may be renewed upgunest of the Controllers.
6. The declarations referred to in paragraph 2isfarticle, as well as any copies of the interamtion permits, shall

be registered with the Interconnections Registet kg the Authority.

Article 9

Transboundary flow of personal data

1. The transfer of personal data is permitted:
The transfer of personal data is permitted:
a) for member-states of the European Union,
b) for a non-member of the European Union followangermit granted by the Authority if it deems tha country in
guestion guarantees an adequate level of protedtmmthis purpose it shall particularly take imttcount the nature of
the data, the purpose and the duration of the psitg, the relevant general and particular rulewf the codes of
conduct, the security measures for the protectiopessonal data, as well as the protection levehi countries of
origin, transit and final destination of the dafapermit by the Authority is not required if the I©pean Commission
has decided, on the basis of the process of afitJegparagraph 2 of Directive 95/46/EC of the Ranknt and the
Council of 24 October 1995, that the country insjim guarantees an adequate level of protectiothe sense of
article 25 of the aforementioned Directive.
2. The transfer of personal data to a state nonbeewf the European Union which does not ensuradguate level
of protection is exceptionally allowed only followg a permit granted by the Authority, provided thaé or more of
the following conditions occur:
a. The data subject has consented to such transflgsausuch consent has been extracted in a manner
contrary to the law dponos mores
b. The transfer is necessary:
i) in order to protect the vital interests of thatal subject, provided s/he is physically or legallyapable
of giving his/her consent, or
i) for the conclusion and performance of a cortttstween the data subject and the Controller tweden
the Controller and a third party in the interestltéd data subject, if s/he is incapable of giviig/ter
consent, or
iii) for the implementation of precontractual me@sutaken in response to the data subject’s request
c) The transfer is necessary in order to addresxaeptional need and safeguard a superior puttkcest,

especially for the performance of a co-operatioreament with the public authorities of the otheurttoy,



provided that the Controller provides adequate grafeds with respect to the protection of privacg an
fundamental liberties and the exercise of the epwading rights.

d) The transfer is necessary for the establishnesetcise or defence of a right in court.

e) The transfer is made from a public register Whig law is intended to provide information to {heblic
and which is accessible by the public or by anyspemnwho can demonstrate legitimate interest, pemid
that the conditions set out by law for access thsegister are in each particular case fulfilled.

f) The Controller shall provide adequate safeguamith respect to the protection of the data subject
personal data and the exercise of their rights,nthe safeguards arise from conventional clauséshwh
are in accordance with the regulations of the predaw. A permit is not required if the European
Commission has decided, on the basis of article @@Bagraph 4 of Directive 95/46/EC, that certain
conventional clauses offer adequate safeguardabdgprotection of personal data.

3. In the cases referred to in the preceding papdgy, the Authority shall inform the European Cossigin and the
respective Authorities of the other member-stafesviaen it considers that a specific state doesemsure an

adequate protection level and b) for the permigstad pursuant to paragraph 2, point f.

[Paragraph 1 of the present article was replaceda®ve pursuant to article 24 paragraph 1 of Law/B2006
(Official Gazette 133A/2006)].

[Case (ii) of point (b) of paragraph 2 of the presarticle was replaced as above pursuant to agt@# paragraph 2 of
Law 3471/2006(Official Gazette 133A/2006)].

[Point (f) was added as above to paragraph 2 of fpinesent article pursuant to article 24 paragrapho8 Law
3471/2006(Official Gazette 133A/2006)].

[Paragraph 3 of the present article was replacedadmve pursuant to article 24 paragraph 4 of Law/ B2006]
(Official Gazette 133A/2006)] .
Article 10

Confidentiality and security of processing

1. The processing of personal data shall be comtiigle It shall be carried out solely and exclugiMey persons acting
under the authority of the Controller or the Precesand upon his/her instructions.

2. In order to carry out data processing the Cdetromust choose persons with corresponding prafaab
qualifications providing sufficient guarantees aspect of technical expertise and personal integoitensure such
confidentiality.

3. The Controller must implement appropriate orgatidnal and technical measures to secure datgraelct them
against accidental or unlawful destruction, acdideloss, alteration, unauthorised disclosure @eas as well as any
other form of unlawful processing. Such measurestraosure a level of security appropriate to thksrpresented by
processing and the nature of the data subjectdoepsing. Without prejudice to other provisiong Authority shall
offer instructions and issue regulations in accocgawith article 19 paragraph 1 k involving theekeof security of
data and of the computer and information infrastne; the security measures that are requireddoh eategory and
processing of data as well as the use of techndlmgthe strengthening of privacy.

4. If the data processing is carried out on bebhthe Controller, by a person not dependent ugon the relevant



assignment must necessarily be in writing. Suclyasgent must necessarily provide that the Procesmwies out such
data processing only on instructions from the Gulgr and that all other obligations arising frohist article shall

mutatis mutandi®e borne by him.

[ltem (3) of paragraph 3 of the present article veasended as above pursuant to article 25 of LawiB006 (Official
Gazette 133A/2006)].
CHAPTER C
THE DATA SUBJECT'S RIGHTS

Article 11

Right to information

1. The Controller must, during the stage of coltecttof personal data, inform the data subject irmppropriate and
express manner of the following data:

a) his/her identity and the identity of his/hernegentative, if any,

b) the purpose of data processing,

c) the recipients or the categories of recipiefisuch data,

d) the existence of a right to access.
2. If the Controller, in order to collect persorddta, requests the data subject's assistanceraibeinform him
specifically and in writing of the data referreditoparagraph 1 of this article as well as of hés/tights according to
articles 11-13 of this law. By means of such natifion the Controller shall also inform the dathjeat whether s/he is
obliged to assist in the collection of data, on blasis of which provisions, as well as of any sanstresulting from
his/her failure to co-operate.
3. If the data are to be disclosed to third parties data subject will be kept informed of suckcttisure before it is
effected.
4. By virtue of a decision by the Authority, thelightion to inform, pursuant to paragraphs 1 andhdy be lifted in
whole or in part, provided that data processingagied out for reasons of national security or tfe detection of
particularly serious crimes. In a state of emergesaid obligation may be lifted by way of a proweisal, immediately
enforceable judgement by the President, who shallene as soon as possible the Board in ordeatfiaal judgement
on the matter may be issued.
5. Without prejudice to the rights arising from @gmraphs 12 and 13, the right to inform does nostexhen such

collection is carried out solely for journalistionposes and refers to public figures.

[Paragraph 4 of the present article was replacedad®ve pursuant to article 34 paragraph 4 of Lawl2@2001
(Official Gazette 109A/2001)]

[For the Controller’s obligation to inform the datubject see the DPA’s Regulatory Act No 1(OffiGakette B/555)].

Avrticle 12

Right to access

1. Everyone is entitled to know whether person# delating to him are being processed or have peatessed. As to



this the Controller must answer in writing.

2. The data subject shall be entitled to requedtadmiain from the Controller, without undue delayan an intelligible
and express manner, the following information:
a) All the personal data relating to him as weltresr source.
b) The purposes of data processing, the recipietiteocategories of recipients.
c¢) Any developments as to such processing for énmg@ since s/he was last notified or advised.
d) The logic involved in the automated data proicess
e) The correction, deletion or locking of data, piecessing of which is not in accordance withghavisions
of the present law, especially due to the incongpdetinaccurate nature of data and
f) The notification to third parties, to whom thatd have been announced, of any correction, deletio
locking which is carried out in accordance withe&ds), taken that the naotification is not impossibt
does not demand disproportionate efforts.
3. The right referred to in the preceding paragrapt the rights arising from article 13 are exadiby means of a
relevant application to the Controller and the dtemeous payment of an amount of money, the amofuwhich, the
method of payment as well as any other relevantemaiill be regulated by a decision of the Autharithis amount
will be returned to the applicant if his/her requiesrectify or delete data is considered validthg processor or the
Authority, in case of an appeal before it. The Callgr must in this case provide the applicant eithundue delay,
free of charge and in an intelligible form, a cagythe rectified part of the data relating to him.
4. Should the Controller not reply within a periofifiteen (15) days or should his/her answer bsatisfactory, the
data subject shall be entitled to appeal beforeAthi&ority. In the event the Controller refusesstdisfy the request of
the party concerned, s/he must notify the Authaaiyto his/her response and inform the party coeckas to his/her
right of appeal before it.
5. By virtue of a decision by the Authority, upoppéication by the Controller, the obligation to énfn, pursuant to
paragraphs 1 and 2 of the present article, maiftbd in whole or in part, provided that the progiag of personal data
is carried out on national security grounds ortfigr detection of particularly serious crimes. lis ttase the President of
the Authority or his/her substitute carries outretessary acts and has free access to the files.

6. Data pertaining to health matters will be cominated to the data subject by means of a mediaztbdo

[Cases (e) and (f) have been added as above togpaph 2 of the present Article pursuant to arti@é of Law
3471/2006 (Official Gazette 133A/2006))].

[With respect to the amount of the sum referredntgaragraph 3, the President of the DPA issuedisi@c No
122/2001]

Article 13
Right to object

1. The data subject shall be entitled to objeeirgttime to the processing of data relating to f8uech objections shall
be addressed in writing to the Controller and noasitain a request for a specific action, such asection, temporary
non-use, locking, non-transfer or deletion. The t@dler must reply in writing to such objection hih an exclusive

deadline of fifteen (15) days. His/her response tnagtvise the data subject as to the actions s/héedaout or,



alternatively, as to the grounds for not accedimchis/her request. In case the objection is rejectiee relevant
response must also be communicated to the Authority

2. If the Controller does not respond within theafied time limit or his/her reply is unsatisfactpthen the data
subject has the right to appeal before the Authamitd request that his/her objections are examiSéduld the
Authority consider that such objections are reaBlteand furthermore there is a risk of serious dgnizeing caused to
the data subject as a result of the processingait order the immediate suspension of the proogssitil a final
decision on the objections is issued.

3. Any person shall be entitled to declare to thehArity that s/he does not wish data relatingito to be submitted to
processing in order to promote the sale of goodsmyg distance services. The Authority shall keepgister for the
identification of such persons. The Controllershaf relevant files must consult the said regist@rpo any processing

and delete from their files the persons referredeim.

Article 14

Right to provisional judicial protection

1. Everyone is entitled to request from the compet®urt the immediate suspension or non-applinatiban act or
decision affecting him, issued by an administrafughority or public law entity or private law egtor association or
natural person solely on automated processing @f ddended to evaluate his/her personality anegaafly his/her
effectiveness at work, creditworthiness, reliabiind general conduct.

2. The right referred to in this article may als datisfied even when the other substantive camditfor provisional

judicial protection, as stipulated from time to éino not occur.

CHAPTER D
PERSONAL DATA PROTECTION AUTHORITY

Article 15

Establishment - Task - Legal Nature

1. A Personal Data Protection Authority (hereinaftee Authority) is hereby created with the tasksupervise the
implementation of this law and all other regulaiquertaining to the protection of individuals frahe processing of
personal data as well as to the exercise of tHeslassigned to it each time.

2. The Authority constitutes an independent pualithority and will be assisted by its own Secrataifhe Authority
shall not be subject to any administrative contimkhe course of their duties the members of théhérity shall enjoy
personal and functional independence. The Authoeipprts to the Minister of Justice and its seat isthens.

3. All necessary appropriations for the operatiérthe Authority shall be entered in a special codech shall be
integrated in the annual Budget of the Ministrylastice. The authorizing officer for the expenditig the President or

his substitute.

[Paragraphs 2 and 3 were replaced as above purstauairticle 13 paragraph 15 of Law 2703/1999 (Q#idGazette
72A/1999)].

Article 16



Composition of the Authority

1. The Authority shall be composed of a judge odr&k corresponding at least to that of a ConsaillEtat as President
and six members as follows:

a) A University, full or associate, professor spéised in law.

b) A University, full or associate, professor spdised in information technology.

¢) A University, full or associate, professor.

(d, e, f) Three persons of high standing and egpes in the field of the protection of personahdat

The judge-President and the professors-memberdman active service or not.
“It is allowed for the members of the Data ProtactAuthority to exercise duties as members of askhsity faculty on
a full or part-time basis”.
[The above item between inverted commas was adasdant to article 14 of Law 3068/2002 (Official Zedte 274 A/
2002)].

(2. The President of the Authority shall be emptbym a full and exclusive time basis and will beaipted by a
Presidential Decree issued upon proposal of thén€alollowing a report by the Minister of Justidé.a judge on
active service is selected for the position ofRnesident, then a decision of the competent Supdemlieial Council is
also required. The same procedure is to be folldi@ethe selection and appointment of the Presidesnibstitute.

3. The members of the Authority will be appointgdnbeans of the following procedure: the Ministedatice submits
to the Speaker of the Parliament a proposal foraghointment of the six ordinary members of thehauty and an
equal number of substitutes. The proposal shallidieca double number of candidat&be Speaker will then forward
the proposal to the Committee on Institutions an@n$parency, which renders an opinion. The ordinagynbers of
the Authority and their substitutes are selectedhgy[Parliamentary Committees] Chairmen Conferefte persons
selected are then appointed by virtue of a presimleshecree issued following a proposal by the Mt@i of Justice and
published in the Official Gazette).

[The above paragraphs 2 and 3 of the present artiskre abolished pursuant to article 5 paragrapltofoLaw
3051/200; the general provisions of the said Lawlgp

4. The President and members of the Authority beéllappointed for a specific term of office. Theirmh of office will
be of four years and may be renewed only once. Mumeserve for a total period exceeding eight €Jrg. Half of the
Authority's six members will be renewed every tvaags. In the first application of these presengstéinm of office of
the six (6) members of the Authority shall be affgears. After the second composition of the Atitiipa draw will
take place among the six ordinary members so dedae which three of them will serve for a fouaygeriod and
which for a two-year period.

[The last item of paragraph 4 was amended as alpoveuant to article 11 paragraph 3 of Law 2623/1p98

5. The President and members of the Authority dtmlappointed with an equal number of substitutes must have
the same status and qualifications. The substifotethe President and the members will participatdhe meetings of
the Authority only if the corresponding ordinary miger is provisionally absent or unable to partitgp8y means of a
decision the President of the Authority may delegspecial duties to the substitutes. “Therefore Idteer shall

participate in the meeting and shall have the rightote even if the ordinary member is presentie Term of office of

each substitute will equal the term of office of torresponding ordinary member.



[The above item between inverted commas was addaestignt to article 47 paragraph 1 of Law 2721/19@Hficial
Gazette 112A/ 1999)].

Avrticle 17

Impediments - Incompatibilities of the members of he Authority

1. No one may be appointed as a member of the Aititho

a) If s/he is a Minister, Assistant Minister, Searg-General to a Ministry or to an independentr8eciat
General or a Member of Parliament.

b) If s/he is a governor, manager, administratogminer of the Board of Directors or a person perfiogm
managerial duties, in general, in an enterpriselyeimg, manufacturing, selling or trading in medési
being used in information technology or telecomroations or rendering services in connection to
information technology, telecommunications or paedadata processing, as well as persons bound by a
work contract to such an enterprise.

2. Membership of the Authority is automaticallyfft for anyone who, following his/her appointment:

a) acquires one of the positions impeding membgrshihe Authority by virtue of the preceding panagh.

b) performs any acts or undertakes any tasks ojegmoor acquires any other position which, at the
Authority’s discretion, is incompatible with histh@uties as a member of the Authority.

3. Evidence on the incompatibility, pursuant to fhieceding paragraph, is taken by the Authorityhwiit the
participation of the member, whose position mayrisempatible. The Authority shall decide havingvyoeisly heard
the said member. The procedure may be initiatdebelly the President of the Authority or by the Mier of Justice.

4. The loss of the qualifications on the basis bfcly a member of the Authority was appointed, pansuio article 16
paragraph 1 of this law, shall entail his/her awtenforfeiture, if due to an irrevocable discig@iy or criminal

conviction.

Avrticle 18

Duties and rights of the members of the Authority

1. When exercising their duties the members ofAththority are subject to their conscience and &we. [They have a
duty of confidentiality. As witnesses or expertivesses they may testify only on facts exclusively solely pertaining
to the observance of the provisions of this lawQmontrollers. The duty of confidentiality continugsexist even after
the members of the Authority are in any way retired

2. The monthly wages of the President of the Authaorrespond to those of the President of theal @puncil of the
State and the monthly wages of the members of titbokity equal to forty per cent (40%) of thosetlod President
notwithstanding any other provision. The substguéthe President and the members of the Autheiiitybe paid 1/3
of the monthly wages paid to the President andoticknary members of the Authority provided that theesident
certifies that they have rendered services duiiegrhonth other than participating in the Authostyheetings. The
remuneration of the President, the members of thtb@kity and the Secretary for each session in fwttiey participate

shall be stipulated by a joint decision by the Miars of Justice and Finance. The provisions agiplicfrom time to



time regarding travel expenses of persons traggllipon official instructions in the exercise ofithduties shall also
apply for travel by the members of the Authoritglamployees of the Secretariat of the Authoritye Pesident of the
Authority shall issue the relevant travel mandald®e aforementioned provisions shall come intodooa the date of
the commencement of the operations of the Authority

3. For any breach of their duties arising from this the members of the Authority are held discialily liable. The
disciplinary procedure will be initiated before tBésciplinary Council by the Minister of Justice thviregard to the
President and the members of the Authority andheyRresident of the Authority with regard to itsmieers. The
Disciplinary Council consists of a Vice-Presidehtiee Conseil d’Etat as Chairman, Areios PagogSupreme Court)
judge, a Councillor of the Court of Auditors andotWniversity law professors. An employee of the Harity shall
perform the duties of the Secretary to the Coufitie Chairman, the members and the Secretary d@omcil will be
appointed along with an equal number of substitil&es those members of the Council who are judgdscésion of the
competent Supreme Judicial Council is also requifég Council is established by virtue of a decidiy the Minister
of Justice with a three-year term of office. Theu@ail is in session when at least four of its meralsre present,
among which necessarily the President or his/hestgute, and decides by the absolute majority wbtihose present.
In case of split vote, the Chairman's vote shadlvail. In case of more than two opinions, thos¢heflesser dissent,
must accede to one of the two prevailing ones. Diseiplinary Council shall decide at first and lasstance whether
the defendant is released of all charges or digelaafrom the service. The compensation payableddPresident, the
members and the Secretary of the Council is sgekifiy a joint decision of the Ministers of Finaraed Justice,
notwithstanding any other provision.

4. A member of the Authority who, in breach of thasv, discloses in any way whatsoever personal detassible to
him in the course of his/her duties or allows sulgia to become known to a third party shall be ghed by
imprisonment for a period of at least two (2) yearsl a fine amounting between two million Drachni@RD
2,000,000) and ten million Drachmas (GRD 10,000)0G0however, s/he has committed the act with lnepose of
gaining unlawful benefit on his/her behalf or ormak of another or for the purpose of causing htoranother person,
then s/he will be punished by confinement in a eniary. If the act referred to in the first seatiof this paragraph
has been committed as a result of negligence, ttreeperpetrator will be punished by imprisonmemtd@eriod of at
least three (3) months and a fine.

[Paragraph 2 was replaced as above pursuant tochatill paragraph 4 of Law 2623/1998 (Official Gaget
139A/1998)].

Article 19

Competence, operation and decisions of the Authoyit

1. The Authority shall mainly have the followingwers:

a. It shall issue instructions for the purpose of garm application of the rules pertaining to thefaction of
individuals against the processing of personal.data

b. It shall call on and assist trade unions and o#issociations of legal and natural persons keepéngopal
data files in the preparation of codes of condacttie more effective protection of the right tivpcy and
in general the rights and fundamental libertiealbhatural persons active in their field.

c. lItshall address recommendations and instructior@@ontrollers or to their representatives, if amyd shall



publicise them, at its discretion.

d. It shall grant the permits provided for in this lawd shall stipulate the amount of the relevarg.fee

e. It shall denounce any breach of the provisionshid taw to the competent administrative and judicia
authorities.

f. It shall impose the administrative sanctions stfed in article 21 of this law.

g. It shall assign to one or more of its members treoct of administrative examinations.

h. It shall proceedex officioor following a complaint to administrative reviews the framework of which
the technological infrastructure and other mean&raated or not, supporting the processing of data
reviewed. It shall have, to that effect, the righticcess to personal data and the right to cadiegtkind of
information for the purposes of such review, ndtsiinding any kind of confidentiality. Exceptioyalihe
Authority shall not have access to identity datatieg to associates and contained in files keptdasons
of national security or for the detection of pautazly serious crimes. Such review is carried gubhe or
more members of the Authority or an employee of $tseretariat, duly authorised to that effect by the
President of the Authority. In the course of reviegvfiles kept for reasons of national security the
President of the Authority shall be present in pars

i. It shall deliver opinions with respect to any rutekating to the processing and protection of peabdata.

j- It shall issue regulations pertaining to speciathhical and detailed matters to which the pretmmt
refers.

k. It shall communicate to the Parliament any breddherules relating to the protection of individsifrom
the processing of personal data.

[. It shall draw up every year a report on the pertomoe of its duties over the previous calendar yEae.
report shall also point out any legislative changegiired in the area of the protection of indiatiufrom
the processing of personal data. The report willsbbmitted by the President of the Authority to the
Speaker of the Parliament and to the Prime Ministet it will be published in the Official Gazettare of
the Authority, who may also decide to publicise tport in any other way.

m. It shall examine the complaints of data subjedtirgy to the implementation of the law and thetpction
of the applicants' rights when such rights arecadié by the processing of data relating to thenshil
also examine applications by the Controller regongsthecks on the lawfulness of such processing. Th
Authority can file applications or complaints whiale deemed broadly vague, unfounded or are sidumitt
misappropriately or anonymously. The Authority $hadtify the data subjects and the applicants sf it
actions.

n. It shall co-operate with the respective authoritéother member states of the European Union haed t
Council of Europe on matters relevant to the eserof its powers.

0. It carries out an independent review of the natieeation of the Schengen Information System, pamsu
to article 114, paragraph 1 of the Convention Impating the Schengen Agreement(Law 2514/1997,
Official Gazette 140 A), it exercises the dutiegls national supervisory authority as laid dowraiticle
23 of the EUROPOL Convention (Law 2605/1998, Offidcazette 88 A) and the duties of the national
supervisory authority as laid down in article 17tleé Convention for the use of Information Techgglo
for customs purposes (Law 2706/1999, Official Gez&7 A), as well as the duties that arise from any
international agreement.

2. The Authority shall hold regular sessions upeinitation by its President. It shall hold extrdimary sessions upon

an invitation by the President or an applicatiorabjeast two of its members. The Authority willctke by the majority



vote of at least four of its members. In case if gpte, the President's vote or that of his/hdrstitute shall prevail.
3. The Authority shall adopt its rules of procedutais regulating more specifically the allocat@frduties among its
members, the prior hearing of interested partiesttars relating to the disciplinary procedure, &nel methods of
carrying out the reviews stipulated in paragramlade (h) of the present article.
“The Authority may also hold meetings in sectioosmprised of at least three regular or substitutenbers presided
by the President of the Authority or his/her suibgtl. The rules of procedure of the Authority ferthregulate the
composition, the terms of operation of the sectiand the allocation of duties between the plenuththe sections.
Any decisions of the sections may be amended akex\/by the plenum”.
4. The Authority shall keep the following registie
a. the Files and Processing Register, which contaiadiles and processing communicated to the Autyori
b. the Permits Register, which contains the permitsigd by the Authority for the establishment and
operation of files containing sensitive data.
c. the Interconnections Register, which contains theatations and permits issued by the Authoritytfer
interconnection of data.
d. the Register of Persons, who do not want to beudted in files for the purposes of promoting thes sa
goods or long distance services.
e. the Transfer Permits Register, which contains #rengs for the transfer of personal data.
f. the Secret Files Register, which contains, follayvin decision of the Authority upon application e t
competent Controller, files kept by the Ministry#tional Defence, the Ministry of Public Order ahé
National Intelligence Service for reasons of natlogecurity or for the detection of particularlyriees
crimes. The Secret Files Register also contairnigtaitfconnections with at least one file of thisecmry.
5. Everyone shall have access to the registriegruayl b), c), d) and e) of the previous paragrdgiilowing an
application by the party concerned and a decisiothé Authority access may also be permitted, iolefor in part, to
the Secret Files Register. Following an applicabigrihe Controller or his/her representative andiltye of a decision
of the Authority access to the Transfer Permitsifegmay be prohibited, in whole or in part, ifitay jeopardise the
privacy of a third party, national security, theestgion of particularly serious crimes and the parfance of obligations
of the state arising out of international treaties.
6. The President will represent the Authority befail other authorities as well as before comméttaed groups, in
sessions and conferences of institutions of theof@an Union and of any other international orgdiusaand
institution created by an international conventarnin which representatives of similar authoritefsother countries
participate. The President may delegate the reptatien of the Authority to one of its members,ubsitute or even
an employee of the Auditors branch of the Secratari
7. The President bears responsibility for the ajmmmeaof the Authority as well as for the operatiohthe Secretariat.
The President may authorise a member of the Authori the person in charge of the Secretariat ergrson in
charge of a department of the Secretariat to digrotder of the President” documents, payment wgsrar other acts.
The President shall be the Administrative Headhef personnel of the Secretariat. S/he shall exerisciplinary
power over them and may impose disciplinary sansticat most a fine equal to half the monthly wagéshe
defendant.
7a. In the event that the protection of an indigidwith regard to the processing of personal dafés dor
immediate decision-making, the President may, ugguest of the party concerned, issue a provisiorder
for immediate suspension of the processing oriteeperation, in whole or in part. Said order shaalply until
the Authority issues a final judgement. The Authoshall be equally responsible when dealing whih inatter.



8. The regulations issued by the Authority shall gpaglished in the Official Gazette. All other dégiss of the
Authority shall come into force as of the datelwdit issuance or as of the date they were notthigtieir recipients.

9. Remedies against the decisions of the Authonily also be filed by the State. Such remedy sleaihitiated by the
competent Minister as the case may be.

In every trial relating to a decision issued by thethority, the party to the legal proceedings Elwd the latter
represented by the President. The appearer in sbait be either a member of the Legal Councilhe&f State or a
member of the Authority, regular or substitute aarauditor, who is attorney-at-law and acts by oalehe President,
without remuneration.

10. All public authorities shall render assistatwéhe Authority.

[Case (h) of paragraph 1 of the present article weglaced as above pursuant to article 27 of LaWwB2006(Official
Gazette 133A/2006)].

[Case (m) of paragraph 1 of the present article weglaced as above pursuant to article 28 of Law132006(Official
Gazette 133A/2006)].

[Case (0) was added as above to paragraph 1 ofptiesent article pursuant to article 29 of Law 34006(Official
Gazette 133A/2006)].

[The items between inverted commas in paragrapheBevwadded pursuant to article 34 paragraph 5 of Law
2915/2001]:

[Paragraph 7a was added pursuant to article 34gmmaph 6 of Law 2915/2001]

[The items between inverted commas were addedatagmph 9 of the present article pursuant to dei4
paragraph 7 of Law 2915/2001]:

Article 20
The Secretariat of the Authority

1. The Authority shall be assisted by a Secretafiaé Secretariat operates at the Directorate .|&\e status of its
employees will be governed by the provisions agpylie from time to time on administrative civil sents.

2. The organisation of the Secretariat, its divisito departments and services and the competbaoeof, the number
of personnel by branch and speciality as well 3saiher necessary detail are stipulated by a peesial decree issued
upon a proposal by the Ministers of the Interioublz Administration and Decentralisation, Finareed Justice
following a report by the Authority delivered withtwo months from its establishment. The same @eprevides for
the establishment, as an administrative unit witthi@ Secretariat, of a Department of Auditors, vehazethod of
employment and status shall also be determinedyithatanding any other provisions in force froméirto time. The
person in charge of the Secretariat shall necégsarme from the Auditors branch. The number ofitmss of the
Secretariat of all categories shall not exceedtl(80).

Lawyers may also be employed in the Auditors Depant of the Authority’'s Secretariat. However, witho

relinquishing their capacity as lawyers, they maypractice law during their term of office.



3. Vacancies in the Secretariat Section will bledilaccording to the provisions applicable frometito time on civil
servants. The employees of the Auditors branchaitiqular shall be employed by the Secretariathugglection or by
an examination procedure following a relevant atisement.

4. Matters pertaining to the employment statushefgersonnel of the Secretariat shall be subjeat$ervice Council
established by a decision of the President of thihérity and comprising two of its members, one Eyge appointed
by it and two elected representatives of the eng#eyIn all other matters the provisions applicéifdm time to time
to the Service Councils for civil servants andplkeesonnel of legal entities of public law shall Bpp

5. Ordinary employees of the Authority's Secretavidl be subject, as to their secondary socialuség, to the
Assistance Fund for Employees Supervised by thadifynof Justice. Those coming from other agenoiey continue
to be covered by the social security funds of theievious position. The employees of the Secrdtatimll be
necessarily registered with the Lawyers' PensiondFunder the same terms and conditions applicablsataried
lawyers covered by it. The provisions of this paagip shall also apply to employees transferredhéoSecretariat of
the Authority from legal entities of private law.

6. For the first time the positions of the personsharge of service units of the Secretariat, il exception of the
Auditors Department, shall be filled following adwertisement by the Authority either by a transfecivil servants or
employees of legal entities of public law of graBleor equivalent thereof or by appointment. The apjment
procedure shall take place only for those positinosfilled by transfer. The selection of thosebi transferred or
appointed is carried out by the Authority. Thoslested are appointed by a decision of the Minisfetustice and those
transferred by a decision of the same and the ctamp®linister. For such transfer to be effected ot necessary to
have an opinion by the competent Service Coundhefdepartment of origin. The person in chargihefSecretariat is
selected by the Authority among the employees ®fAhditors Department, notwithstanding any oth@vfgion.

7. For the first time the remaining positions o€ tBecretariat shall be filled under the terms amadditions and
according to the procedure stipulated in the priecedaragraph. Candidates with a proven experiém@sformation
technology shall be preferred. Regarding the engadeyof the Auditors Department the provisions ohgeaph 3 of
this article apply.

8. Regarding persons transferred from legal entifegpublic or private law prior service time shadl deemed as actual
service time entailing all lawful consequences.

9. The provisions of paragraph 4 of article 18 Ishiab apply regarding the employees of the Segatta

10. In addition to the monthly wages, and othereffies paid to the ordinary employees of the Ministf Justice, an
extra pay may be granted to the personnel of tiseeBmiat of the Authority, depending on each catggupon a joint

decision of the Ministers of Finance and Justice.

[The last item of paragraph 2 was added pursuardrtle 11 paragraph 5 of Law 2623/1998].

[Paragraph 10 was added pursuant to article 13 gaegph 3 of Law 2703/1999 (Official Gazette 72 AAY9

CHAPTER E
SANCTIONS

Article 21

Administrative Sanctions



1. The Authority may impose on the Controllers ar their representatives, if any, the following adistrative
sanctions for breach of their duties arising frdns ttaw as well as from any other regulation on pinetection of
individuals from the processing of personal data:

a) a warning with an order for the violation to seavithin a specified time limit.

b) a fine amounting between three hundred thougzmadhmas (GRD 300,000) and fifty million Drachmas

(GRD 50,000,000).

c) a temporary revocation of the permit.

d) a definitive revocation of the permit.

e) the destruction of the file or a ban of the ps®ing and the destruction, return or locking ef thlevant

data.

2. The administrative sanction3156/2003
31s referred to in the preceding paragraph undes, ol and e shall only be imposed following a hegarof the
Controller or his representative. Such sanctioradl $fe commensurate to the gravity of the violatiompeached. The
administrative sanctions under c, d, and e shailip@sed in case of a particularly serious or reggkgiolation. A fine
may be imposed in conjunction with the sanctiorsvjgled for under ¢, d and e. If the sanction dof filestruction is
imposed, then the Controller is responsible forhsdestruction taking place upon payment of a finease of non-
compliance.
3. The fines referred to in paragraph 1 may bejustet by a decision of the Minister of Justicddaing a proposal
by the Authority.
4. Any acts of the Authority imposing a fine shatinstitute an enforceable instrument and will bevess to the
Controller or his/her representative, if any. Thdlection of fines will be effected pursuant to thevisions of the

Public Revenues Collection Code.

[Case (e) of paragraph 1 of the present article wegslaced as above pursuant to article 30 of Law132006 (Official
Gazette 133A/2006)].

NOTE See article 8 of Law 3144/2003 concerning thet&rtion of Personal Data of employees and inflictmf

sanctions of said law.

Avrticle 22

Penal Sanctions

1. Anyone who fails to notify the Authority, accarg to the provisions of article 6 of this law, the establishment or
the operation of a file or any change in the teand conditions regarding the granting of the pemeiierred to in
paragraph 3 of article 7 of this law, will be puresl by imprisonment for up to three (3) years arfith@ amounting
between one million Drachmas (GRD 1,000,000) awl ffinillion Drachmas (GRD 5,000,000).

2. Anyone who, in breach of article 7 of this ldwgeps a file without permit or in breach of therierand conditions
referred to in the Authority's permit, will be pshied by imprisonment for a period of at least drjeyéar and a fine
amounting between one million Drachmas (GRD 1,00@),@&nd five million Drachmas (GRD 5,000,000).

3. Anyone who, in breach of article 8 of this laproceeds to the interconnection of files withoutifying the
Authority accordingly will be punished by imprisoent for up to three (3) years and a fine amountietyveen one
million Drachmas (GRD 1,000,000) and five millionrd@hmas (GRD 5,000,000). Anyone who proceeds to the



interconnection of files without the Authority'srpat, wherever such permit is required, or in breatthe terms of the
permit granted to him, will be punished by impristent for a period of at least one (1) year ancha mounting
between one million Drachmas (GRD 1,000,000) awel ifnillion Drachmas (GRD 5,000,000).

4. Anyone who unlawfully interferes in any way wé@tver with a personal data file or takes noticsunth data or
extracts, alters, affects in a harmful manner,rdgst processes, transfers, discloses, makessiuiee® unauthorised
persons or permits such persons to take noticeidf data or anyone who exploits such data in anywatsoever,
will be punished by imprisonment and a fine andarding sensitive data, by imprisonment for a pkobat least one
(1) year and a fine amounting between one milliaolmdbmas (GRD 1,000,000) and ten million DrachmaRIG
10,000,000), unless otherwise subject to more ggBanctions.

5. Any Controller who does not comply with decisiassued by the Authority in the exercise of thghtiof access,
pursuant to paragraph 4 of article 12, in the @gerof the right to object, pursuant to paragrapmti article 13, as well
as with acts imposing the administrative sanctiprevided under ¢, d and e of paragraph 1 of artdeshall be
punished by imprisonment for a period of at least {2) years and a fine amounting between oneanilbrachmas
(GRD 1,000,000) and five million Drachmas (GRD ®)@®D0). By the sanctions referred to in the prawgdientence
shall also be punished any Controller who trangfersonal data in breach of article 9 as well asperson who does
not comply with the court decision referred to itice 14 of this law.

6. If the perpetrator of the acts referred to iragaaphs 1-5 of this article purported to gain wilé benefit on his/her
behalf or on behalf of another person or to caasmho a third party, then s/he shall be punishitd gonfinement in a
penitentiary for a period of up to ten (10) yeand a fine amounting between two million Drachma&[(52,000,000)
and ten million Drachmas (GRD 10,000,000).

7. If the acts referred to in paragraphs 1-5 of thiticle have jeopardised the free operation ahderatic governance
or national security, then the sanction imposed bleaconfinement in a penitentiary and a fine antog between five
million Drachmas (GRD 5,000,000) and ten millioraPhmas (GRD 10,000,000).

8. If the acts referred to in paragraphs 1-5 of thiticle were committed as a result of negligertben imprisonment
for a period of at least three (3) months and a §ihall be imposed.

9. For the purposes of the present article, if@oatroller is not a natural person, then liablelda the representative
of the legal entity or the head of the public auilyoor agency or organisation, provided s/he aagies out in effect
administrative or managerial duties.

10. Regarding the offences of the present artitle, President and the members of the Authority el as the
employees of the Secretariat's Auditors Departmérd are especially authorised to that effect shealldeemed as
special investigating officers having all the posvervested to them by the Code of Criminal Procediihey shall be
entitled to carry out a preliminary investigati@ven without an order by the Public Prosecutocaise of an act caught
in flagrante delictp a misdemeanour, or if there is risk in any delay.

11. Regarding the offences referred to in paraggaphthis article as well as in any other casenatam administrative
review has been previously carried out by the Adthothe President of the same shall notify thenpetent Public
Prosecutor in writing as to any eventuality thatdae the object of an investigation by the Autlyoaitd shall forward
to him all the relevant records and evidence.

12. The preliminary investigation for the offenaederred to in this article shall be completed witla period of
maximum two (2) months since charges were brougl @rovided that there is reasonable cause to méntize
defendant to trial, the court date shall be set date no later than three (3) months since thiampnary investigation
was completed or, if remand was effected by me&as @rder of the Judicial Council, within two @)onths since the

date such order became irrevocable. In the eventdbe is sent to trial by direct summons, no dppilde permitted



against the writ of summons.

13. No continuation is allowed with regard to thiféences referred to in this article, except forrertely important
reasons and only once. In this case, the coudjmummed for a specific day within no more than {{&p months and the
case shall, exceptionally, be heard first.

14. The felonies, provided for in this law, shadl dubject to the jurisdiction of the Court of Appea

NOTE Article 13 paragraph 3 of Law 2774/1999 (Offici@hzette 287A/1999) on the “Protection of Persdbata in
the Telecommunications Sector” stipulates the fuilhy:

“The provisions of article 22 paragraphs 6 to 14 lodw 2472/1997 shall also apply to the acts of finevious
paragraphs”.

NOTE See article 8 of Law 3144/2003 concerning thet@tion of Personal Data of employees and inflictimf

sanctions of said law.

Avrticle 23
Civil Liability

1. Any natural person or legal entity of privatevJavho in breach of this law, causes material dars@ll be liable for
damages in full. If the same causes non pecunianyage, s/he shall be liable for compensation. lifglsubsists even
when said person or entity should have known theh slamage could be brought about.

2. The compensation payable according to artic® &2he Civil Code for non pecuniary damage causduateach of
this law is hereby set at the amount of at least tllion Drachmas (GRD 2,000,000), unless therpitiiclaims a
lesser amount or the said breach was due to negkgé&uch compensation shall be awarded irrespeafithe claim
for damages.

3. The claims referred to in the present Articlalsbe litigated according to articles 664-676 lo¢ tCode of Civil
Procedure, notwithstanding whether the Authority issued a relevant decision or whether criminatgbs have been
brought or suspended or postponed on any groundssegver. The decision of the Court shall be issuithin a

period of two (2) months since the first hearingdurt.

NOTE See article 8 of Law 3144/2003 concerning thet&rtion of Personal Data of employees.

CHAPTER F
FINAL - TRANSITIONAL PROVISIONS

Article 24

Responsibilities of the Controller

1. The Controllers of files operating on the d&is taw enters into force must submit to the Auityathe notification
of operation referred to in article 6 within siX {@onths from the date the Authority commenced afens.

2. The same obligation applies to Controllers ofsgiéze data files operating on the date this latees into force, in
order to have the permit referred to in paragraph&ticle 7 issued.

3. Regarding files operating and processing camig¢don the date this law enters into force, Cdler® must inform

the data subjects, according to paragraph 1 aflartil, within six (6) months from the date the Harity commenced



operations. In the event such information pert&ina large number of data subjects, it may alsodvged out through
the press. In this case the relevant details sieatletermined by the Authority. The provisions afggraph 4 of article
11 shall also apply in this instance.

4. Regarding wholly non-automated files the deadlineferred to in the preceding paragraphs wikkmxtto one (1)
year.

5. The provisions of articles 11, 12, 13 and 1%geaph 1 of this law shall not apply on criminatasls and the
official records kept by the competent judicialfaarities in order to meet the operational needsriofiinal justice and

in the context thereof.

NOTE Article 11 of Law 2623/1999 as amended by artileparagraph 2 of Law 2721/1999 stipulates thiofahg:
“Deadlines provided for in article 24 paragraphs 4, 3 and 4 of Law 2472/1997 as amended by arlitlparagraph

2 of Law 2623/1998 expire in Decembef811999".

NOTE Article 8 paragraph 5 of Law 2819/2000 (Officiahzette 84A/2000) stipulates that: “Deadlines pd®d for in
article 24 paragraphs 1, 2 and 3 of Law 2472/199F extended to January $42001”.

Article 25

Commencement of the operation of the Authority

1. Within a period of sixty (60) days since thig/lanters into force, the President of the Authoaity his/her substitute
shall be appointed. Within the same time limit teister of Justice shall submit to the SpeakerPafliament a
proposal for the appointment of the four ordinammibers of the Authority and an equal number of tulss.

2. The time of commencement of the operation ofAhthority shall be determined by a decision of Mimister of
Justice issued no later than four (4) months dineéAuthority was established. For the period betwine appointment
of its members and the recruitment of its Secratasiccording to article 20 paragraphs 6 and hefresent Law, the
Authority shall be served by personnel temporasiggonded to it by means of its own decision, nbisténding any
other provision.

3. Until such time as the Authority operates actgydo the preceding paragraph, the administratioetrol of its
expenses shall be effected by the Department @frém of the Central Service of the Ministry of inestt the expense
of the budget of the Ministry of Justice.

4. The decision of the Minister of Justice, purguarparagraph 2 of this article, whereby the ddteommencement of
the operations of the Authority is determined slh&lpublished in the Official Gazette and in astdaur (4) daily
political newspapers of broad circulation publistiedithens and Thessaloniki and in at least twod@iJy financial

newspapers.

[Ministerial Decision No 130406/21-10-1997 (Offitigcazette B/967 set the 10-11-1997 as the datetHer
commencement of the operation of the DPA]
Article 26

Entry into force

1. The provisions of Articles 15, 16, 17, 18 anddfGhis law shall enter into force on the date pesent law is



published in the Official Gazette.
2. The remaining provisions shall enter into foocethe date of the commencement of the operatibtteecAuthority,

pursuant to the preceding article.



